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A Study on the Improvement of Information Protection Policy to Prevent
the Misuse of Personal Information : Based on the Results of the
Monitoring Personal Information Misuse in Financial Companies
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ABSTRACT

As a result of various personal information leakage incidents, the government implemented enhanced privacy protection
measures, and financial companies are making efforts to periodically check whether personal information is misused
according to government measures, but the problem of misuse of personal information is still not improved. The purpose of
this study is to analyze the results of field experiments using the monitoring system for misuse of personal information and
to suggest ways to improve the misuse problem. Based on the specific deterrence theory, this study examined the effects of
misuse prevention according to the method of dealing with misusers, and analyzed the relationship between the duties of
misusers and their years of service and misuse. It is expected that the analysis results of this study will be used for
effective policy establishment.
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information protection policies
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Table 1. Scenario classification

. o scenario
Domain Classification
count
Peer employees
. . 9
information
Excessive per office 1
inquiry Retirement scheduled 9
employees
Other Office Customers 2
Intensive inquiry of 9
specific customer
Out-of-business hours 1
Not normal screen
10
usage pattern
Inappropri Peer employees 9
ate inquiry information
Unauthorized system 1
access
Self information 1
Customer information 5
. Excessive print of
Print P 1
documents
. Ex ive retention of
Retention cessive retent 1
documents
Excessive sending of
Send g 1
documents
Excessive move of
Move 1
documents
. Excessive decryption of
Decryption yp 1
documents
Total 41
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4.1 2268 Table 4. Ratio of recurrence analyzed by
response method to misuse
Table 2.= 54 A IS FJT 5 e & Response method | Unoccu | Reocc Total
g A9k 2 S dlole] Fielch os} to misuse rred | urred | ~”°
AR, AL 25 U el muEs ffﬁiisiffﬁ 92.3% | 7.7% | 100%
I35 HA43e dlol& Table 3.3 #o] & 7864 — 3 3 B
o xmie] Ero] AeHelrt A 288 Ak Notification 87.5% 12.5% | 100%
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o] Agde] ofe] T2 EAo sl AT} w7 7 1& ASsl7] slstel A o8 3
o] W ATHE o] B 4R sag 9] A e ARWAE SlAFAY R seld
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2 9510012, F9&E2 0.002(p<0.01)EH =
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: 7 EASKE Aol el A 1o] A9y
Categories Freque Ratio A AT galst 4 9l (O V 7S
ney (%) QJ‘E U E ramer S R
Request for Table 5.9} %o 1 0.073°.2 ‘/‘rE]-‘;l'E‘r
Response . 601 34.1
explanation
method to
misuse Notification 1.163 65.9 Table 5. Analysis result by response method
Total 1,764 100 X* \Y P
Pearson Chi-square | 9.510 - .002
_ o Cramer's V - .073 .002
Table 3. Demographic characteristics
Categories Frequ Ritlo 422 &0l DUEE 51
ency (%)

Number | 1S than10 | 191 | 24.3 Zaolgel wE g as] W A= Table
of years 1120 112 | 14.3 6.3 Atk X% 314 oAkl AUT ovkg
f ~ = L
cervice i 3% | 427 Q9] Mgl 10.2%2 743 A epgid, A

More than 31 147 18.7 Aoz 2Ll HolASE Aptgoe] Zrlsba
General manager | 125 | 15.9 Sheg o 4 gtk AM 28 AFS) e 25
Assigned Deposit 363 | 462 Sob Qb 9] A b AAIAE Sl AFAA
task Loan 25 | 286 & A S8 Ak Table 754 Ak el
Ftc 8] 93 (X)F 10.329, 125 0.016(p(0.05) 0.2
Total 786 | 100 W, Baasel Wt xR Ebel Aol EAle
= Aol alxe] 7pd 271 A= Ith Cramer’s
4.2 A& V 2 #lEE A3 A 0.1152 vehde)
%|HFHq 2l s
421 =X Y SHEY ant Table 6. Ratio of recurrence analyzed by
number of years of service
ohg A b g g wA A
. } - Number of years | Unocc | Reocc
= Table 4.} e}, 235 Asiapel] A3t 2] = of service urred | urred Total
Ao 2 29 E g Ae 29S8 y9E Less than 10 97.9% | 2.1% | 100%
H3pA] o2 A w]go] 92.3%%on, wHEsk A 11~20 94.6% | 5.4% | 100%
P T.7%2 vepdeh v, A & A8lE 21~30 92.6% | T4% | 100%
ZolA] e FoE wEax e A9 HeS More than 31 89.8% 10.2% 100%
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